IPAC SYSTEM - PRIVACY NOTICE

1 Introduction

The IPAC system team (“we” “us”, or “our”) respects your privacy and is committed to
protecting your personal data.

Please read this Privacy Information carefully — it describes why and how we collect and use
personal data and provides information about your rights. 0 0.0000081 0 W'BT/F3 11.04 Tf1 0 0 1 304.49 |






4 How we use your personal data

We will only use your personal data when the law allows us to. Most commonly, we will use
your personal data in the following circumstances:

4.1 In the case of students

¢ To identify you as a student in the course/module where the IPAC system is being
used.

e To record your submission of scores and comments to your peers, which is used for
the calculation of their IPAC value and towards the construction of their formative
feedback.

e To assess your individual contribution to the group work, that might include the
calculation of your IPAC score and the construction of your feedback.

Your home institution has control over the data that we keep about you as it is part the data
used for your assessment during your education.

4.2 Inthe case of staff

4.2.1 In the case of staff enquiring about/organizing the use of the IPAC system

e To register you as a client and to manage our relationship with you.

e To help you with your enquiry. Depending on the circumstances, this may include
specific data related to your course or class. Here, the processing of your information
is carried out on the basis of your explicit consent.

4.2.2 In the case of other staff registered in a module that uses the IPAC system

Your personal information is stored and not further processed.

4.3 Inthe case of an institution or an individual IPAC system user

e To register you as a client and to manage our relationship with you.

e A summary record of your use of the IPAC system is kept, which includes
generic/non-personal data such as number of times and when the IPAC system was
used, how many students were involved in each instance, etc.

4.4 Use of anonymised data

For staff and students involved on the use of the IPAC system, we may also use
anonymised data, meaning data from which you cannot be identified, or the name of your
institutions or departments/schools for the purposes of:

e Service evaluation;
e Education and research; or
e Fundraising and promotional purposes.



Anonymised data may also be used in published reports or journals and at conferences.
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7 International transfers

We do not transfer your personal data outside the European Economic Area (EEA).

8 Information security

All data (personal and otherwise) stored by the IPAC system is kept in UCL servers. We
have put in place appropriate security measures to prevent your personal data from being
accidentally lost, used or accessed in an unauthorised way, altered or disclosed. We have
established procedures to deal with any suspected personal data breach and will notify your
home institution via relevant channels and any applicable regulator of a breach where we
are legally required to do so.

9 Data retention

We will only retain your personal data for as long as necessary to fulfil the purposes we



12 Complaints

If you wish to complain about the use of personal data, please contact the Data Protection
Officer of your host institution so they can look into the issue and respond to you.

You also have the right to lodge a complaint with the Information Commissioner's Office
(ICO) (the UK data protection regulator). For further information on your rights and how to
complain to the ICO, please refer to the ICO website.


https://ico.org.uk/

