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$ 3UDFULFDO *XLGH WR WKH " DWD 3URWHFWLRQ $FW

= KDW LV WKLV *XLGH"

The Data Protection Act 1998 is a difficult piece of legislation, but data protection is simple in concept and
does not need to be complicated or difficult in practice.

What you need is a guide, which takes you to the main compliance issues and alerts you to the possible
pitfalls but without wasting your time on aspects that are unlikely to be relevant to your role as an official
in a public authority.

7KDW LV WKH SXUSRVH RI WKLV *XLGH W DGGUHVVHV WKRVH PDWWHUV WKDW DUH OLNHO\ WR EH PRVW LPSRUWDQW WR \RX
LQ \RXU GDLO\ ZRUNLQJ (LIH

The focus is on those aspects of the Act which influence directly how you deal with individuals; some
aspects of the Act are not touched on at all (see section 6.1). But if you follow the advice in this Guide, you
will understand the main areas of risk when you are handling information about individuals and will have
taken steps to deal with them.

This guide was first published in October 2001. There have been two developments since then that make
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Manual data are covered by the Act if they form part of a relevant filing system®. Broadly speaking, this
means that they must be structured in such a way as to facilitate the processing of specific information
about an individual.

([DPSH  uSHHYDQW 10LQJ \WHP

A personnel department structures its files in such a way that the annual staff appraisal forms are kept
in a separate filing system. The forms are indexed by the name of the staff member and the year of the
appraisal. The data form part of a relevant filing system® as the structure is such that specific information
(ie the annual appraisal for a particular year) for each staff member is readily accessible. The data would
form part of a relevant filing system with any structure which achieves the same effect.

If the precise boundary of the manual data definition is important to you, then you will need to take advice,
paying due regard to the guidance issued by the Information Commissioner. Our advice, though, is to treat
all information as data, in which case, the boundaries are unimportant.

The definition of data also includes data which form part of an accessible record (concerning health,
education, housing or social services) and which would not otherwise be covered by the definition. This
category is included so as to preserve certain rights of individuals in respect of such data, which were
provided in other legislation pre-dating the Act?.

(1HFW RIR,$

From 1 January 2005, by virtue of the FolA all manual records held by public authorities come within
the definition of “data® whether or not they form part of a “relevant filing system®.® In one respect, this
simplifies matters since it means that the way in which personal information is recorded by a public
authority is no longer relevant in determining whether that information is personal data® (see below).
But it does not mean that all personal information in manual records is now treated in the same way. Only
certain provisions of the DPA apply to manual records which do not form part of a relevant filing system°®
(ie the manual records brought within the scope of the DPA by the FolA). The position is very complicated.
Broadly, the provisions that apply are those which relate to access to personal data either by the individual
whose data are held or by a third party; and the right for the individual concerned to have his/her data
corrected. The remaining provisions of the DPA do not apply.

$Q\ GLIILFXOW\ RYHU WKH ERXQGDULHV EHWZHHQ WKH GLITHUHQW HHPHQW RI WKH GHILQUWLRQ RI1 GDWD FDQ EH
DYRLGHG E\ WUHDWLQJ D00 PDQXD0 GDWD DV GDWD IRU WKH SXUSRVH R1 WKH $FW 7KLV LV WKH RQO\ VHQVLEOH SUDFWLFDO
DGYLFH

3HUVRQDO GDWD

In order for data to be personal data, the data must relate to a living individual who can be identified from
the data or from the data and any other information which is in, or is likely to come into, the possession of
the data controller (see section 1.3 for the definition of data controller). (The term "relate to° is significant.
See the section on the effect of the Durant judgment, on the following page.)

In normal day-to-day transactions with the public, the question of whether data are personal data or not
is usually resolved easily. Systems whose function is to support decisions about individuals or achieve

2 The most significant are the Access to Health Records Act 1990, the Access to Medical Reports Act 1988, the Access
to Personal Files Act 1987 and the Housing Act 1988.

% Fol Act 2000, s. 68.
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http://www.informationcommissioner.gov.uk/eventual.aspx?id=5152
http://www.informationcommissioner.gov.uk/eventual.aspx?id=5152
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the rest of the data protection edifice is built. AImost everything else prescribed in the Act is related in one
way or another to compliance with the principles.
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6RPH EDVLF QHFHVVLILHY

In this Chapter, we mention two technical requirements in the Act which must be taken care of in order
for processing of personal data to be lawful. They are: establishing conditions for processing and handling
notification.

&RQGLWLRQV IRU SURFHWLQJ

The Data Protection Principles set a general standard for processing personal data. Principle 1 imposes
a general requirement to process fairly and lawfully, but also imposes specific conditions. It makes it
an explicit requirement that processing is not allowed unless one or more of the following conditions is
satisfied (Schedule 2 of the Act):

%R[ u6XPPDU\ RI FRQGLILRQV IRU SURFHWLQJ DQ\ SHUVRQDO GDWD

Personal data may be processed:

with the consent of the data subject

to establish or perform a contract with the data subject

to comply with a legal obligation

to protect the vital interests of the data subject

for the exercise of certain functions of a public interest nature

+ + + + + 1+
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1RWLILFDWLRQ

The Act places an obligation on data controllers (with some exemptions) to notify the Information

Commissioner of certain details of any processing of personal data. This is the process known by the term
notification.

Most of the details notified by data controllers are recorded by the Commissioner in a public register.
Reference to the register allows anyone to understand in general terms the processing carried on by any

registered data controller.

211LFLDOV RWKHU WKDQ GDWD SURWHFWLRQ RIILFHUV GR QRW QHHG WR FRQFHUQ WKHPVHIYHV ZWWK WKH QRWLILFDWLRQ
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3UDFWLFDO 7LSV

+ Always give a full explanation on forms (on paper or on-line) of why information is needed, who
is going to use it, what other sources of information may be used and what choice the data subject
has.

Do the same on the telephone the first time information is sought from the data subject, but avoid
unnecessary repetition when you make further contact concerning on-going transactions.

I+

"LVFORVXUH RI DQG DFFHW WR LQIRUPDWLRQ

Disclosure of information is processing, whether the disclosure is to a member of staff, to a third party
outside the data controlleris organisation or to the data subject himself or herself. Special provisions apply
when the disclosure is to the data subject, and these are dealt with in sections 3.3, 3.4 and 3.5.

" LVFORVXUH WR RWKHU GHSDUWPHQWV RU WR WKLUG SDUWLHV LV FRQVWUDLQHG LQ WKH VDPH ZD\ DV DQ\ RWKHU SURFHVVLQJ
1R GLVFORVXUH RI SHUVRQDO GDWD PD\ EH PDGH XQUHVV WKHUH LV D IDLU DQG 0DZIX0 EDVLV IRU L In the case of
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3UDFWLFDO 7LSV

Set a timetable for dealing with a subject access request and keep a log of each stage.

Make direct contact with the data subject to establish what information he or she wants and to get
any information you need to process the request.

If the request is associated with a complaint, deal with it as part of the normal complaints
procedure.

Use any discretion you have on charging in the light of the on-going relationship with the data
subject.

+ 1+

I+

I+

(QIRUFHG VXEIHFW DFFHW

Enforced subject access is the practice of some bodies, including public authorities, of requiring an individual
to make a subject access request to the police or to another public authority and to make the information
provided available to them. This is usually done for the purpose of seeing details or making inferences
about the individualis criminal history.

This practice has long been regarded by the Information Commissioner, the police and others, as an abuse
of the individualis statutory rights. It will become unlawful once other arrangements for disclosure of
criminal records are put in place under the Police Act 1997.

3XELF DXWKRULILHV ZKLFK FXUUHQWO\ PDNH XVH RI HQIRUFHG VXEIHFW DFFHVV VKRX0G WDNH LPPHGLDWH VWHSV WR

VIIRS GRLQJ VR ,W LV XQDFFHSWDE(H IRU D SXEOLF DXWKRULW\ WR FRQWLQXH ZLIK D SUDFIWLFH ZKLFK LW LV NQRZQ ZL0
VRRQ EHFRPH XQIDZ1X0

" DWD DERXW RWKHU LQGLYLGXDOV

Sometimes, giving access to personal data to the data subject can not be done without revealing personal
data about other individuals. Third party data should not normally be made available without the consent
of the individuals concerned, although the Act does not make this an absolute requirement.

If you have the consent of those other individuals, then the information should be revealed. If you have not,
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= KDW LI LW JRHV ZURQJ™

No matter how good the internal compliance mechanisms, things will sometimes go wrong. Data subjects
will be quick to spot compliance problems and to complain about poor quality data or lax security or failure
to give subject access.

Complaints should be dealt with quickly through internal complaints mechanisms. The objective should
be to maintain the relationship with the data subject, to resolve the particular issues in question, and to
improve standards of compliance overall.

Inevitably, some complaints will go to the Information Commissioner, who will make an assessment of
whether the processing concerned is in compliance with the Act or not. The Commissioner does have formal
powers of enforcement, but he uses these rarely.
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/UDQVLWLRQDO SURYLVLRQV

Prior to 1 March 2000, when the Data Protection Act 1998 was brought into effect, processing of personal
data was regulated under the Data Protection Act 1984. The 1998 Act allowed for a transitional period
during which, effectively, the more limited provisions of the 1984 Act remained in force for processing
which was already under way before 24 October 1998.

That transitional period came to an end on 23 October 2001, so that, in most respects, the 1998 Act applies
in full to all processing of personal data, whether in automated or manual form. There remains limited
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)XUWKHU LQIRUPDWLRQ DQG DGYLFH

6FRSH RI WKH *XLGH

There are a number of provisions in the legislation which we do not deal with in this Guide, on the basis that they
are not likely to be relevant in the day-to-day work of the typical public official. The most important of these are:

Transfers of personal data outside the European Economic Area
Data controllers outside the UK

+ 1+ I+
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http://www.ucl.ac.uk/constitution-unit/foidp
http://www.legislation.hmso.gov.uk
http://www.informationcommissioner.gov.uk
http://www.nationalarchives.gov.uk/recordsmanagement/
http://www.dca.gov.uk
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